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• Evolving nature of risks due to changes in external environment

• Increasing scale and sophistication of risks

• Limitations of traditional audit

• Using Agile to transform traditional auditing

• The Agile Paradox

AGENDA
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Changes in the external environment have resulted in evolving and emerging risks

Trade Wars

Geopolitics

Terrorism

Credit Risk

Terrorism Financing Risk

Sanctions Risk

Digital Technologies/
Increased Connectivity

Cybersecurity Risk

Environmental, Social and 
Governance

Reputational Risk



EMBRACING 4IR WITH AGILE AUDITINGEMBRACING 4IR WITH AGILE AUDITING

External Risk 
Factors

Internal Risk 
Factors

Risks are increasing in scale and sophistication due to interactions between 
external and internal risk factors

Economic

Geopolitics

FinTech/TechFin

Risk Culture

Policies and Processes

Governance

Customer Profile

Regulatory Expectations
Technology & Digitalisation

Financial Crime/Terrorism

Increased Inter-connectivity
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DBS’ strategy to compete in today’s business environment
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Challenging for traditional audit approach to keep up 
Audit

1. Policing 
mindset

2. Info lag / 
gap

3. Outdated 
methods and 

tools

1. Policing 
mindset

2. Info lag / 
gap

3. Outdated 
methods and 

tools
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Policing mindset limits exchange of information

This Photo by Unknown Author is licensed under 
CC BY-SA-NC

Policing mindset

• Stakeholders less likely to be forthcoming 

• Does not encourage exchange of information

This Photo by Unknown Author is 
licensed under CC BY-ND

This Photo by Unknown Author is licensed under CC 
BY-SA-NC

How auditors are perceived How some people may respond to auditors

This Photo by Unknown Author is licensed under CC 
BY-SA

https://www.tanveernaseer.com/managing-fear-and-change-in-the-workplace/
https://creativecommons.org/licenses/by-nc-sa/3.0/
http://www.callcentersurvivalph.com/2011/11/tips-on-getting-along-with-co-workers.html
https://creativecommons.org/licenses/by-nd/3.0/
https://dokuwiki.noctrl.edu/doku.php?id=frn:250:2010:spring:101-110
https://creativecommons.org/licenses/by-nc-sa/3.0/
http://www.progressive-charlestown.com/2014/01/privacy-tools.html
https://creativecommons.org/licenses/by-sa/3.0/
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This Photo by Unknown Author is licensed under CC BY-ND

Information sharing not keeping up with rapidly evolving landscape, resulting in 
thin/limited knowledge

Robo
advisors

API
E-wallets

• Recent years have seen 
rapid changes to global 
norms, geopolitics and 
regulatory expectations

• Information flow to third 
line of defence may not 
keep pace

• Information gaps arising 
from silos

Information lag / gap

https://slatecommunication.com/2011/10/31/the-sad-value-of-cynics/
https://creativecommons.org/licenses/by-nd/3.0/
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Identification and communication of risks and audit issues may not be as prompt 
using traditional audit approaches 

• Audit’s annual planning 
approach unable to factor in 
new risk hotspots identified

• Traditional sampling alone is 
insufficient

• Communication of findings 
solely via written reports may 
not be timely This Photo by Unknown Author is licensed 

under CC BY-SA

Outdated methods 
and tools

https://commons.wikimedia.org/wiki/File:Abacus-symbol.png
https://creativecommons.org/licenses/by-sa/3.0/
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DBS’ approach to overcome limitations of traditional audit

Agile approach a better way to respond to a more 
uncertain and complex environment

Collaborative mindset
Timely and updated 

information
Harness data analytics 

and digital tools

Policing mindset
Information lag 

/ gap
Outdated methods 

and tools
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What is Agile?

• Agile is a way of working, focusing on iterative development and collaboration toward a 
common goal

• Based on a set of mindset, values, principles, practices and tools

Individuals and interactions over processes and tools

Customer collaboration over contract negotiation

Working products over comprehensive documentation

Responding to change over to following a plan

The Agile Manifesto
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13

Benefits in collaborating in the hunt for risk

Concurrent 
engagement of all 

stakeholders

Clarity on scope 
and risk areas

Sharpened 
priorities

Time-boxed

Benefits

✓ Break down silos 

✓ Enhance ability to uncover risks 
through collaboration

✓ Increase audit effectiveness by 
prioritising the right risks

✓ Prompt detection and 
engagement on identified issues

Individuals and 

interactions

Customer 

collaboration

Working 

Products

Responding to 

change
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The Agile Paradox

Collaboration Audit Independence

• Seemingly conflicting, but in practice :

✓ Collaboration leads to higher quality findings 

✓ Assessments and decisions remain Audit’s prerogative; 

independence not compromised



EMBRACING 4IR WITH AGILE AUDITINGEMBRACING 4IR WITH AGILE AUDITING

Final Thoughts

• Success factors contributing to adoption of Agile:

- Competent auditors

- Tone from the top 

- Culture and mindset change

• Adoption of Agile requires commitment from both stakeholders and 
auditors 
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Final Thoughts

• Transformation of traditional audit increases audit effectiveness and 
assurance; lowering the cost of risk for the bank

Changing the 
way we workChanging the

tools we use 

Changing the
way we think
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The Future of Auditing

Is Auditing the Future

Internal Audit


